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Banking in the cloud – here’s what to consider! 

by Lea Hungerbühler, attorney-at-law, LEXIMPACT 

 
Be it for a traditional bank, an asset manager, a payment provider or any fintech company – the use of 

cloud services fosters efficiency, innovation and flexibility. If you consider making use of cloud services, 

don’t forget to think of the following: 

 

▪ The cloud provider (the “provider”) should be able to ensure a long-term solution. Therefore, 

check how the provider is funded and managed, and whether it is realistic that they can fulfil 

their contractual requirements in the long run.  

▪ Obviously, the provider (and potential subcontractors and employees) have to ensure 

contractually that they will guarantee confidentiality regarding your data. If bank client data is 

concerned, a specific confirmation about compliance with the banking secrecy is required.  

▪ Have a clear understanding of the (technical and mechanical) data security guaranteed by the 

provider and make sure it abides with the relevant standards (data protection, banking secrecy). 

▪ Develop a concept about access rights to the relevant data – also for emergency cases. Make 

sure that third parties who need access to the data in the cloud, such as auditors, do actually 

have such access. 

▪ You (and, upon request, your clients!) should at all times be aware of where the data centers 

are located – which is ideally on Swiss territory. You should have the possibility to terminate the 

cloud contract if (or rather before!) the data centers are moved to another jurisdiction. 

▪ The transfer of data, in particular client data, is ideally conducted in an encrypted way.  

▪ Agree on realistic terms regarding termination of the contract by setting a reasonable 

termination period! 

▪ Ensure contractually that any change of the provider (e.g. through a merger or acquisition, 

transfer of business) is notified to you immediately, and the transfer of data to the new entity 

requires your written permission. 

▪ Set up a clear plan of how to proceed if authorities require the disclosure of your data which is 

in the cloud. 

▪ Have the compliance of regulatory requirements by the provider audited regularly, and have 
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this laid down contractually. 

▪ Try to reduce your dependency on the provider as far as possible – e.g. through the possibility 

of immediate data transfer to another provider or external backup solutions. 

▪ The mentioned requirements must also be fulfilled by potential subcontractors; you should know 

who they are, and you have to be informed immediately in case of any change regarding 

subcontractors. 

 

Moreover, financial services providers obviously have to comply with the regulations which apply to 

them specifically, e.g. the banking secrecy or the (non-mandatory) guidelines on cloud banking by the 

Swiss Banking Association for licensed banks, or the FINMA Circular 03/18 on outsourcing. Using the 

cloud as a way of digitalizing your business as a financial intermediary does pose some challenges, 

but it may render your business a lot leaner and more efficient! 

 

Do you have questions about your cloud solutions? Don’t hesitate to contact Lea Hungerbühler 

(lea.hungerbuehler@leximpact.ch) for further guidance!    

 


